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	Job title
	Senior / Security Manager
	Date  April 2026

	Reports to (title)
	Account Director
	

	Contract/Department
	Native Oak
	Revision 

	Location
	Cheltenham/National
	



Job purpose
Describe the overall purpose of the job in two or three sentences.

	The Senior/Security Manager is accountable for the strategic leadership, governance, and operational delivery of security services across a complex, multi‑site Defence sector contract.
The role ensures that all security operations are delivered in full compliance with statutory, regulatory, contractual, and Defence‑specific requirements, including protective security, personnel security, and information security principles.
The post holder will act as the senior security authority for the account, providing strategic direction, risk management, client assurance, and continuous improvement, whilst leading a high‑performing multi‑disciplinary security management team.



Duties/responsibilities/accountabilities/deliverables
List the main aspects of the job, with an emphasis on duties and responsibilities for junior roles, and accountabilities and deliverables for more senior roles.

	Strategic & Contractual Leadership
· Provide senior leadership of all security services across a multi‑site customer estate, ensuring alignment with contractual requirements, NPSA guidance, security policies, and EMCOR UK governance standards.
· Act as the primary point of accountability for security performance, assurance, and risk management across the account.
· Lead the development and execution of the security strategy, ensuring it supports the client’s operational priorities and emerging threat landscape.
· Deliver account security objectives in line with Key Account Plans, driving service excellence, innovation, and value creation.
· Support contract retention, growth, and mobilisation activity, including bid support, service transitions, and expansion to new sites.

Defence & Protective Security Compliance
· Ensure full compliance with relevant security frameworks (e.g. protective security, personnel security, asset protection, incident management).
· Provide leadership on security risk assessments, threat and vulnerability assessments, and mitigation plans across all sites.
· Ensure the effective application of site‑specific Assignment Instructions, SOPs, Emergency Plans, and escalation procedures for Defence environments.
· Maintain robust governance for incident response, investigations, reporting, corrective actions, and lessons learned.
· Lead interface and liaison with stakeholders, client security authorities, and external agencies.
Operational Excellence & Performance
· Oversee day‑to‑day security operations across multiple sites, ensuring consistent standards, resilience, and service continuity.
· Ensure that all sites are resourced to contracted levels with appropriately trained, vetted, and qualified personnel.
· Monitor operational performance using agreed KPIs, management information, and compliance audits, implementing corrective action plans where required.
· Ensure effective contractor and supply‑chain management for all security service providers supporting the contract.
· Provide clear, consistent and timely performance reporting to internal leadership and the customer.
People Leadership & Culture
· Lead, manage and develop a geographically dispersed security leadership team, including Security Operations Managers, Supervisors, and associated support roles.
· Foster a strong culture of accountability, professionalism, wellbeing, collaboration, and continuous improvement across all sites.
· Ensure fair, consistent and effective application of disciplinary, grievance and performance management processes.
· Champion learning, development and succession planning to build long‑term capability across the security team.
Financial & Commercial Management
· Hold accountability for security budgets, cost control, and financial performance across the contract.
· Identify and deliver efficiency opportunities, innovation initiatives and service improvements that support both client outcomes and commercial objectives.
· Contribute to change control, variations, and commercial negotiations relating to security services.
Governance, Systems & Assurance
· Ensure compliance with EMCOR UK policies and processes covering Wellbeing, Health & Safety, Assurance, Financial Controls, and IT Security.
· Maintain oversight of all security‑related systems, technology and data integrity.
· Lead internal and external audits, ensuring findings are addressed promptly and effectively.



Resource responsibilities
Indicate the typical number of direct reports, financial responsibility, control over subcontractors              and any responsibility for assets, systems or outsourced services.

	Security Officers 
Security Supervisors 
Security Operations Managers 





Person specification
Describe the knowledge, skills, qualifications, personality and experience required for the job.

	Essential
· Holds a current SIA Licence (and/or management licence where applicable).
· Demonstrable senior‑level experience (significant depth and breadth) in managing large‑scale or multi‑site security operations, ideally within Defence, critical national infrastructure, or similarly regulated environments.
· Proven experience of operating at strategic and client‑facing level with senior stakeholders.
· Strong understanding of protective security, risk management, incident management, and compliance frameworks.
· Excellent people leadership skills, with a track record of leading dispersed/large teams.
· Strong commercial and financial acumen, including budget management and cost control.
· High‑level IT, reporting and presentation capability.
· Exceptional communication skills (written and verbal), with experience of producing senior reports and chairing governance meetings.
· Flexible, resilient and calm under pressure, with a solutions‑focused mindset.
Desirable
· Level 5 or Level 6 Security Management qualification (or equivalent experience).
· Background in Defence, HM Forces, law enforcement, intelligence, or government security roles.
· IOSH Managing Safely (or equivalent).
· Experience of working within Defence estates or secure government environments.
· Strong working knowledge of performance measurement and continuous improvement frameworks.

Other Factors
· UK‑wide travel across multiple sites.
· Out‑of‑hours availability for escalation and incident response.
· Requirement to obtain & maintain national security clearance.
· Flexibility to support mobilisation, transition, and business‑critical activities.








Other factors relevant to the job
Enter any additional information which the job holder would need to know, for example: requirement for UK-wide travel, shift patterns, night working, call outs etc.

	
Shift, travel, clearance, OOH’s for escalation purposes as agreed.
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